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Lecture goals

« Understand different ethical frameworks

» Understand the four ethical principles

 Provide an ethical reflection of research projects

» Understand how ethics in research in the digital age is intertwined
with the public and commercial domain




What does ethics
mean to you?
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Ethics in the digital age

Why is this so difficult?

» Researchers (can) have more power over participants in a digital
environment.

Power: Ability to do things to people without their consent or awareness.

* Rules about how that power should be used are not that clear

(yet).
« Regqulations differ substantially over regions.
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Who benefits?
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Who holds
such data?

What data are we
talking about?

[D [H [A

Good governance of data cannot wait

[D] Data voluntarily [H] Public sector, [A]
made available by business,
data holders individuals,
researchers
Data: a key element of Blg Tech's market power
Data held by online Online
platforms originating platforms
from the users (both
businesses and
individuals)
High quality government data for SMEs & innovation
D] ‘High value’ Open [H] Public sector [A]

Government Data
(core reference data)

Better access to and control over data for a fair data economy

[D] Co-generated, loT [H] Business [A]
data from industry
and individuals, Big
Data sources held by
business

What policy
intervention?

Make such data is easier to share in a controlled
manner (technical, legal and with organisational
support);

Build trust in data sharing;

Ensure data interoperability access sectors

Among other policy options, identify
appropriate data access and data
portability remedies

Make such data available for re-use
free of charge

Ensure flexible use of Big Data sources by government
for the common good; Establish fairness in use of
co-generated, loT data; Make sure that Europeans stay
in control over their data vis-a-vis third country
jurisdictions; Examine IPR legislation for possible
obstacles


https://doi.org/10.3390/data7080118
https://doi.org/10.3390/data7080118

Four principles to guide researchers facing
ethical uncertainty

1.Respect for persons
2.Beneficence

3.Justice
4.Respect for law and public interest
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Principle 1: Respect for persons

Is about treating people as autonomous and honoring their wishes.

Consists of two parts:

1. Individuals should be treated as autonomous.

2. Individuals with diminished autonomy should be entitled to additional
protections.

Result: Researchers should not do things to people without their consent.



Principle 2: Beneficence

Beneficence is about understanding and improving the risk/benefit
profile of your study, and then deciding if it strikes the right

balance.

Two parts:

1. Do not harm.
2. Maximize possible benefits and minimize possible harms.



Principle 2: Beneficence

Researchers should undertake:

1. A risk/benefit analysis, including:
1. The probability of adverse effects.

2. The severity of those events.
2. A decision about whether the risks and benefits strike an

appropriate ethical balance.

Note: the impact of research can also be on nonparticipants and
social systems.



Principle 3: Justice

Justice is about ensuring that the risks and benefits of research are distributed
fairly.

* It should not be the case that one group in society bears the costs of
research while another groups reaps it benefits

* Vulnerable people should be protected from researchers.

 Participant compensation is part of this principle.



Principle 4: Respect for law and public
interest

Respect for law and public interest extends the principle of Beneficence beyond
specific research participants to include all relevant stakeholders.

Consists of two parts:
1. Compliance with law. Researchers should attempt to identify and obey

relevant laws, contracts and terms of service.
2. Transparency-based accountability. This means that researchers should be
clear about their goals, methods and results at all stages of their research

and take responsibility for their actions.



It is a matter of balancing
the four principles

Example 1:

A researcher creates “fake
profiles” on Instagram for their
research project.

This is not in line with the Terms
of Service of Instagram.




It is a matter of balancing
the four principles

Example 2:

You ask participants to intercept
their WhatsApp web API.

By participating in your research,
the participant violates the Terms
of Service of WhatsApp.




Two ethical frameworks

» Consequentialism and deontology

« Deontologists focus on means, while
consequentialists focus on ends.




Consequentialism

 Focus on actions that lead to better states in
the world.

 Informed consent helps to prevent harm to "L 3 ‘ ,
participants by prohibiting research that @
does not properly balance risk and o
anticipated benefit.

\”

* It helps to prevent bad outcomes for the
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participant. o




Deontology

* Focuses on ethical duties,
independent of their consequences.

* Importance of the principle of

Respect for Persons.

 Informed consent is a researcher’s
duty to respect the autonomy of her
participants.

Immanuel Kant 1724 - 1804



Apply principles to an example
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6.2.1 Emotional Contagion

700,000 Facebook users were put into an experiment that may have altered
their emotions. The participants did not give consent and the study was
not subject to meaningful third-party ethical oversight.

For one week in January 2012, approximately 700,000 Facebook users were placed in an
experiment to study “emotional contagion,” the extent to which a person’s emotions are
impacted by the emotions of the people with whom they interact. I've discussed this
experiment in chapter 4, but I'll review it again now. Participants in the emotional contagion
experiment were put into four groups: a “negativity-reduced” group, for whom posts with
negative words (e.g., sad) were randomly blocked from appearing in the News Feed; a
“positivity-reduced” group for whom posts with positive words (e.g., happy) were randomly
blocked; and two control groups, one of the positivity-reduced group and one for the
negativity-reduced group. The researchers found that people in the positivity-reduced group
used slightly fewer positive words and slightly more negative words, relative to the control
group. Likewise, they found that people in the negativity-reduced condition used slightly
more positive words and slightly fewer negative words. Thus, the researchers found

complete discussion of the design and results of the experiment see chapter 4.



After this paper was published in Proceedings of the National Academy of Sciences, there
was an enormous outcry from both researchers and the press. Outrage around the paper
focused on two main points: (1) participants did not provide any consent beyond the

standard Facebook terms of service and (2) the study had not undergone meaningful third-

experiment has continued to be a source of intense debate and disagreement, and the
criticism of this experiment may have had the unintended effect of driving this kind of

not stopped running these kinds of experiments—they have merely stopped talking about
them in public. This debate may have helped spur the creation of an ethical review process



Reflect:

1.Respect for persons

« Participants were enrolled in the experiment without their
consent.

« Researchers could've informed them afterwards.

2. Beneficence

Measures could have been taken to reduce risks, such as:

« Screen out people under 18.

« Screen out people who are more at risk.

* Do a power analysis so that you only include the N that you

need.



Reflect:

3. Justice
 Participants could’ve received a monetary compensation.

* The participants were a random sample of the population, this
was well aligned.

4. Respect for law and public interest
« Transparency is facilitated by publishing in academic journals.
« What was in the terms of service of Facebook at the time?
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PSYCHOLOGICAL AND COGNITIVE SCIENCES PNAS is publishing an Editorial Expression of
Concern regarding the following article: “Experimental evidence of massive-scale emotional
contagion through social networks,” by Adam D. I. Kramer, Jamie E. Guillory, and Jeffrey T.
Hancock, which appeared in issue 24, June 17, 2014, of Proc Natl Acad Sci USA (111:8788-8790;
first published June 2, 2014; 10.1073/pnas.1320040111). This paper represents an important
and emerging area of social science research that needs to be approached with sensitivity and

with vigilance regarding personal privacy issues.

Questions have been raised about the principles of informed consent and opportunity to opt
out in connection with the research in this paper. The authors noted in their paper, “[The work]
was consistent with Facebook’s Data Use Policy, to which all users agree prior to creating an

account on Facebook, constituting informed consent for this research.” When the authors
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Four areas of difficulty

1. Informed consent.

2. Understanding and managing
informational risk.

3. Privacy.

4. Making decisions in the face
of uncertainty.




Area 1: Informed consent

Researchers should, can and do follow the rule:
some form of consent for most research.

Three reasons why researchers might not be able to obtain
informed consent:

1. Increasing risk.

2. Compromising research goals.

3. Logistical limitations.



Area 2: Understanding and managing

informational risk

Informational risk is the most common risk in social research; it has
Increased dramatically; and it is the hardest risk to understand.

Information risk is the potential for harm from the disclosure of
information. This can be:

- Economic (losing a job).

- Social (embarrassment).

- Psychological (depression).

- Criminal (arrest for illegal behavior).



“Anonymization”

Anonymization is the process of removing obvious personal
identifiers (known as “Personally Identifying Information, PII)
such as:

* Name.

» Address.

* Phone number.

Difficult concept, because:

 Takes a lot of work.

* Deeply and fundamentally limited in its effect.
« Can give a false sense of anonymity.



Re-identification

Name

Home Address Zip code
Zip code Birth date Ethnicity Name
Birth date Sex Visit date Zip code Home Address
Sex Ethnicity Diagnosis Birth date Party
Ethmcnty V.'S't datg Procedure Sex Date registered
Visit date Diagnosis L
) ) Medication

Diagnosis Procedure
Procedure Medication

"Anonymized" Voting records
"Anonymization" medical records



Re-identification

Any information that is a unique fingerprint to a specific person can be used to
identify them.

« Targeted attack: focus on a single person.
« Broad attack: involves a large group of people.

Any data can be(come) sensitive, see example on Netflix movie and rating
data:

“[M]ovie and rating data contains information of a highly personal and
sensitive nature. The member’s movie data exposes a Netflix member’s
personal interest and/or struggles with various highly personal issues,
including sexuality, mental illness, recovery from alcoholism, and
victimization from incest, physical abuse, domestic violence, adultery, and
rape.’ (Singel, 2009)



Assume that all data are potentially
identifiable, and all data are
potentially sensitive.



Benefit to society

Data protection and data release

Table 6.2: The “Five Safes™ are Principles for Designing and Executing a Data Protection Plan (Desai, Ritchie,

A - - - - - T T =-==-==-- ® and Welpton 2016)
7
P Release and forget Sate Action
/
I/ Wa”ed garden Safe projects Limits projects with data to those that are ethical
” Safe people Access is restricted to people who can be trusted with data
| (e.qg., people who have undergone ethical training)
|
| Safe data Data are de-identified and aggregated to the extent possible
|
| Safe settings Data are stored in computers with appropriate physical (e.g.,
| locked room) and software (e.g., password protection,
| encrypted) protection
' .
*' NO data Sharlng Safe output Research output is reviewed to prevent accidental privacy
> breaches

Risk to participants



How to get to good practice?

"Access to data is fundamental if researchers are to reproduce, verify and
build on results that are reported in the literature. The presumption must be
that, unless there is a strong reason otherwise, data should be fully disclosed

and made publicly available.” (Molloy, 2011).

What to do? Balance the four principles:
1. Respect for Persons

2. Beneficence

3. Justice

4. Respect or Law and Public Interest.



Area 3: Privacy

“Privacy should be respected
because people should be
respected”. (Lowrance 2012)




Contextual integrity (Nissenbaum, 2010)

« Contextual integrity focuses on the flow of information.
* "Aright to privacy is neither a right to secrecy or a right to control but a right
to appropriate flow of personal information.

Key concept: Context-relative informal norms govern the flow of information
in specific settings, determined by:

1. Actors (subject, sender, recipient).

2. Attributes (types of information).

3. Transmission principles (constraints under which information flows).

Ask yourself: How do people expect information to flow?



Compare the two situations:

Consider the use of mobile phone call logs to track mobility during the Ebola
outbreak in West Africa in 2014 (Wesolowski et al. 2014). In this setting, one
could imagine two different situations:

Situation 1: sending complete call log data [attributes]; to governments of
incomplete legitimacy [actors]; for any possible future use [transmission
principles]

Situation 2: sending partially anonymized records [attributes]; to respected
university researchers [actors]; for use in response to the Ebola outbreak
and subject to the oversight of university ethical boards [transmission
principles]

Conclusion: You need to focus on all three parameters, never can any of them
individually define informational norms.



Area 4: Making decisions in the face of uncertainty

Precautionary principle ("Better safe than sorry”)

Alternative principles:

1. Minimal risk standard (Benchmark the risk of a particular study
against the risks that participants undertake in their daily lives).

2.Power analysis (Calculate the sample size you need to reliably
detect an effect of a given size).

3. Ethical-response surveys (Do a survey prior to actual study to
understand how the study is perceived by the public).

4.Staged trials (Run smaller studies explicitly focused on safety and

efficacy).



Virtue ethics

Focus on the particularities of a certain situation and tailor one’s actions to the
demands of the specific context in which one acts.

Important aspects:
1. Practical wisdom: The ability to determine what is morally required, even if

It concerns a new or unusual situation where general rules cannot easily be
applied.

Find the middle between extremes.

. Try, fail and learn from your mistakes.

Ask yourself: “What would a virtuous person do here?’

LIEN



In the field of digital trace data,
it's not just researchers ...



Data ethics in the commercial domain

Data ethics has been regarded as one important means to
becoming more trustworthy and to establish, regain and maintain
consumer trust (Hasselbalch & Tranberg, 2016)

Data ethics plays a role in the following aspects:
1. Technological level

2. Individual level

3. Organizational level



Technological level

* Formulate ethical design principles to ensure that products and
services are based on key values such as:

* Transparency
* Accountability
* Fairness
* Non-discrimination
 Values can mean different things to different stakeholders.

* Awareness: Technology is not a neutral instrument (remember
data feminism).
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organization, much like we have previously invested in a dedicated Privacy team to lead our data privacy i R o 1 G s e ol SO AG D M GRS i gctics

efforts and Integrity teams to enforce the policies that keep people safe on our platforms. Along with many including when bullding, testing, and deploying products and services enabled by

others working across the company’s different product organizations, the RAI team is building and testing Artificial Intelligence (Al).



Individual level

* Employees in the commercial domain see themselves as partially
ethically responsible for the societal impact of their work.
* Ethical and professional standards aim to guide here:

* Aspirational codes
« Advisory codes
* Disciplinary codes



Organizational level

Organizational innovations such as:

 Setting up an ethics board.

 Hire ethicists within design teams.

* Install ethics communities to monitor activities and advise on
ISsues.

 Organizational enforcement mechanisms, such as:

e Structural accountability within and beyond the firm.
* Reporting requirements.
 Auditing of reporting.



Law and data ethics

 Law provides a kind of closure which ethics cannot.
 Alegal norm is different from an ethical norm in that it is

foreseeable and enforceable.

Ideally, data ethics practices inform our actions within the action
space provided by the law and encourages us to exceed a
checkbox mentality to develop data science practices in which
responsibility and accountability are engrained.



Law and data ethics

* The rapidly evolving techniques challenge the ability of the law to
provide and enforce the necessary action space.

 Result: we decide on the ethical path to follow through a
process of reflection rather than following rules laid down in
law.



The impact of laws depends on their enforcement

Table 1: Selection of items that must be provided to data subjects under Arts. 13-15 GDPR that are
subject to interpretation by controllers.

Controller information obligations Ex ante Ex post

Art. 13 Art. 14 Art. 15

Copy of the personal data processed - - (1), (3)¢
Purposes of the data processing (1)(c) (1)(c) (M@E)
Categories of personal data concerned - (1)(d) (D)(b)

Where the processing is based on Art. 6(1)(f) GDPR, the legitimate | (1)(d) (2)(b) -
interests pursued by the controller or by a third party

Recipients or categories of recipients of the personal data, if any (1)(e) (1)(e) (1) (<)
Details on potential data transfers to third countries (£8]¢3) (£9]¢3) (2)
Retention period, but if that is impossible, the criteria used to | (2)(a) (2)@) (D(d)

determine that period

Source from which the personal data originate, and if applicable, | - (2)(H) (D)(=)
whether it come from publicly accessible sources

Existence of ADM, including profiling referred to in Art. 22(1) and (4). | (2)(f) (2)(g) (DMm)
and, at least in those cases, meaningful information about the logic
involved, and the significance and envisaged consequences of such
processing for the data subject

A copy of the personal data undergoing processing - - (3)




The impact of laws depends on their enforcement

Table 2: Evaluation of the presence of each GDPR element in platforms’ privacy policies.

Facebook Google Instagram Netflix  Spotify  TikTok  WhatsApp X/Twitter

Purpose.of e Present Present Present Present Present Present Present Present
processing
Categori 1
d:tagones of persona Unclear Unclear Present Present Present Present Present Present
{.egmmate COntrolIer-' Present Present Present Present Present Present Present Present
interests for processing
Recipients or categories

L. Present Present Present Present Present Present Present Present
of recipients
Retention periods Unclear Unclear  Unclear Unclear Unclear Unclear Unclear Unclear
Data transfers to third

R f Present Present Present Unclear Present Present Present Present
countries
Sources of data Present Present Present Present Present Present Present Present
Automated Decision
Making Unclear Unclear  Unclear Unclear Unclear Unclear Missing Unclear

Note: ‘Missing’ indicates that the platform provided no information on this GDPR element in their
privacy policy, i.e., their privacy policy was non-compliant. ‘Unclear’ indicates that the information
presented in the privacy policy was incomplete and therefore non-compliant. ‘Present’ indicates that the
provided information was compliant.



The impact of laws depends on their enforcement

I
Table 3: Evaluation of platforms’ individualized GDPR information in DDPs.

E . Facebook ' Google | Instagram | Netflix | Spotify | TikTok | WhatsApp | X/Twitter |
' Pu data f E' :’ f f E' E' f |
i rpose of da i Missing | Missing | Missing i Unclear | Unclear | Missing | Missing | Unclear :
. processing ; g ; ; ; ; ; ; ;
' categori 1 f i' :' :‘ ! ! ! i
; d: tagones of persona : Unclear | Unclear | Unclear . Unclear : Unclear @ Missing | Unclear : Unclear ;
 Legitimate controll f :‘ 5' :’ :’ :’ :' f i
: .egr mate con e{' i Missing | Missing | Missing ! Missing | Unclear | Missing | Missing | Missing i
. interests for processing ; ; : : : | : |
| Recipients or categories | . _ | e | | : A S E i
: L i Missing | Missing | Missing i Unclear | Unclear | Missing | Missing i Unclear |
. of recipients ; ; ; i i E : E i
" Retention periods ‘ Missing | Missing | Missing . Missing | Unclear | Missing | Missing | Missing
' Data tr to third | :' f f f f :' f i
; vata .ansfers ot Missing | Missing | Missing ! Unclear | Unclear | Missing | Missing | Unclear :
i countries ; E ; : : : | : |
Sources of data | Missing | Missing ' Missing | Unclear | Unclear : Missing | Missing | Unclear |
. Automated Decisi :' E' f f f :' f |
j Auoma eciston i Missing | Missing | Missing | Unclear | Unclear | Missing | Missing | Missing

Making

' ' ' 1
! ! ! ! H




Practical exercise



Browser plug-in
Zeeschuimer & T e

m instagram.com 35 m m

Dele!e all items

Connect to 4CAT

* You install a browser plugin p—
developed for a specific platform Uptoudd st

xample.com

. Platform Items Date 4CAT Link
fo r exa m | e TI kTO k instagram 1 Friday, Jul 15, 2022 4cat)
o tiktok 3 Friday, Jul 15, 2022 4cat s

tiktok 1234 Friday, Jul 15, 2022 4cataim

* When you use the platform of
° ° ° ° huimer is a browser extension that monitors internet traffic while you are browsing a social media site,
I n te re St (l I ke T I kTO k) It C a pt U re S t h e ts data about the items you see in a platform's web interface for later systematic analysis. Its target a
barchers who wish to systematically study content on social media platforms that resist conventional

Videols that you See and Stores ng or API-based data collection.

-t h e S e i n a | i St hn, for example, browse TikTok and later export a list of all posts you saw in the order you saw them in.
° e exported as a JSON file or exported to a 4CAT instance for analysis and storage. Zeeschuimer is pri
led as a companion to 4CAT, but you can also integrate its output into your own analysis pipeline.

¢ YO U S h a re t h at fi | e W it h t h e tly, it supports the following platforms:
re S ea rC h e r. KT : (posts and comments)

n (posts only)




Remember data collection using Zeeschuimer

Reflect on the areas of difficulty:
1. Informed consent.
2. Understanding and managing informational risk.

3. Privacy.
4. Making decisions in the face of uncertainty.

How would you propose that a “ethical” study using Zeeschuimer to
collect data looks like?



1. Informed consent

Three reasons why researchers might not be able to obtain informed consent:

1. Increasing risk: We cannot be for sure in advance, so we need to assume
sensitive and Pl data is being collected.

2. Compromising research goals: It depends on your research purposes how

explicit you can be about this.
3. Logistical limitations: Not everyone who generates data that is collected

through Zeeschuimer can logistically consent.



2. Understanding and managing
informational risk.

Release and forget

Risk to participants



3. Privacy

How do participants expect the information to flow?

1. Actors (subject, sender, recipient).

2. Attributes (types of information).

3. Transmission principles (constraints under which information
flows).



4. Making decisions in the face of uncertainty

1. Minimal risk standard (Benchmark the risk of a particular study against the
risks that participants undertake in their daily lives).
2. Power analysis (Calculate the sample size you need to reliably detect an

effect of a given size).

3. Ethical-response surveys (Do a survey prior to actual study to understand
how the study is perceived by the public).

4. Staged trials (Run smaller studies explicitly focused on safety and efficacy).



See you after
lunch!




